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gITF Container Format Structure for Packaging and Individual DRM
Application in 3D Gaussian Splatting
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Abstract

Recently, 3D Gaussian Splatting (3DGS) has emerged as a key technology for 6 degrees of freedom (6DoF) immersive media
services due to its photorealistic rendering quality and real-time performance. However, current 3DGS data is primarily distributed
in unstructured PLY formats. While object separation is theoretically possible, the lack of a standardized container structure limits
the efficient independent management of individual objects within a scene and poses challenges for selective copyright protection.
In response, international standardization organizations are actively discussing the integration of 3DGS into the universal 3D format,
GL Transmission Format (gITF), to ensure interoperability. Aligning with these trends, this paper proposes a gITF format structure
designed to package multiple 3DGS objects into a hierarchical node structure and apply individual Digital Rights Management
(DRM) policies to each object. The proposed structure maps 3DGS attribute data to gITF buffer views and assigns unique key IDs
(KIDs) at the object level, enabling granular access control. To validate the efficacy of the proposed format, a quantitative
evaluation framework covering security, visual quality, and performance was established. Experimental results demonstrate that the
proposed method maintains high visual quality with a PSNR of 36.23 dB compared to the original, while achieving 100% key
diversity per object, thereby proving its potential for the secure and efficient distribution of 3D assets.
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Fig. 1. Immersive scene training and rendering process of 3DGS
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Fig. 4. glITF-based packaging and individual DRM application system for multi-object 3D Gaussian splatting

3. oCjof med MAH 2o

ds 87t

OA" Ze=e] 29 54 UA 3 o Bd Ho S
#1% DRM 7]&2 WE8 2, #7H 52D 94 3 2He
2EZ Y AGeA ofn] A% Aol s e 53

HJ|I1|

/st DRM 58 &

ISO/IEC 23001-7% ¥5=3}¥ common encryption (CENC)
Pl= 180 71% vjtjo] mt ¥ (ISO-based media file for-
mat, [SOBMFF) Woll 4 ¢t53le Eda P& Ede] &

rlr o

45 X] A3, 54 DRM ¥l (vendor)oll £ 5 A %
SA 433t 445 A gttt CENCE AES-128
CTR (counter) ==

cipher block chaining (CBC) EE=&

*}30}04 el = golE] & 4335, glo] A Hu R

718 T3l ZE|IE FoA BT
32

CENC®| &o3}e] oAl S e

(sample) T¢ 2] F& U435
gITF 73 282 4+ 4
71EH o ® 75t ol & &9, st gITF A 3t
A U = 5 e 38 A AAE HE (Plaintext)
S8 A%t 29 £EE Foli, Frj7k Y23 ey
A AMYE AA dolE= 4+ (Ciphertext) S 2 #7343}
of glol A7} Sl AREAREE AT kAl & & Qlrk 1Y
U 3DGS S 2 A7 AT e 2741 €] DRM &8
A 02 I Y EE 2D HT Lok T A e
Ht 2 4SS 27 A5 oW 555 A, &
o3t 5 o3t Ago] Aey Fxo] o] ¥of frames
per second (FPS) A3tE F3tAY 271 29 A|ZF (time
to first frame, TTFF)S ZE3tA S7HAI71 A & otof gt
tho MR B3 WA, H535t8 3DGS wlolH 7t
GPU W Eg o] AA| & Wiy Pz 374 5o 93|
939 94 Hrelor !l mixgto g 24 &

o) A, peak signal-to-noise ratio (PSNR)'?, structural sim-

t



aFolat 9] 391: TS Gaussian Splats 24419 3714 2 7)¥ DRM &S 93 oITF Adoly ¥4 #3231
(Isaac Yang et al.: gITF Container Format Structure for Packaging and Individual DRM Application in 3D Gaussian Splatting)

ilarity (SSIM)"™*), learned perceptual image patch similarity
(LPIPS)" 59 A RE %3] 953t 2 9 W3 3o
A B g Qe vely £do] AYY s vA=
P AFHoE TAHsoF gtk wabs B =ellAe

olfe Hotdd a8, £4 848 F¥HoF v
A Frt ZYIYAE &8319] 3DGS gITF DRM A
2Ee) daide dFsth

lll. c}= Gaussian Splats Z4&l[2| =f7|& X 7HH
DRM HEg 2I8t oITF ZiE[o|{ Zoi 3=

B Aol M+ v A 8 3lE Gaussian Splats (GS) Blo|HE
FFstE TERE 5 #Eet, AAEE SYA Bt
ITF Zeloly =% +2&
AQbetH, I8 4= £ =34 Atsks o GS AA
#7174 4 71 DRM A& 918k olTF Aeloly 29 +

ox
By
o
o
fo
of
ol
N
o
o
=
fr
r—lo
0a,

]

£ Epd A

PLY Hl°|HZ gITF # I1g =2 =93}
o] W3 o)A e ?.}i =
I3 AzEle) 84S AEEE

o8 FAHEH

oF P L%a 0.5 $ae TR GS

1. C|= Gaussian Splats Z4X|2| GS gITF {7 |Zl

B Ao M= t5 GS PLY A A 9] GS gITFZ<] #1714
SEY FXE A AljE FxoA ] 71 71
= 71 A o] F7HA Aloks A8ty flal gITFE Al
A EE ANEES &85t 7 GS AA SYA &
FA £45 FAgth o) 918 AA <=3 (object

encapsulation)2} 443 vl (attribute mapping) 33 & 5

g,

At FZ2= oF GS AA Y gTFR 9] 9713 S 3

AGAZ AZH ©

wE 2 Y R A4S £

Input source (multiple PLYs)

Root node
(scene)

Object A Object B Object C Object N
(Character 1) (Character 2) (Character 3) (Background)
gITF JSON structure

EXT gaussian splats

v v
Node A Node B L
(translation, rotation, scale) (Matrix)
Primitive 0 Primitive 1
v v
Extension: Extension:

EXT gaussian splats

| | gITF binary buffer (.bin) |

BufferView 0 BufferView 1

(position, rotation, scale) || (SH coefficients)

BufferView 2

(position, rotation, scale)

BufferView 3
(SH coefficients)

T2l 5. Ck= Gaussian Splats Z8X|2| GS gITF 7|2 =04
Fig. 5. gITF-based packaging format for multi-object 3D Gaussian splatting



32 WS EEA A31E AlE, 20263 19 (JBE Vol.31, No.1, January 2026)

gITF JSON hierarchy (plaintext area)

gITF binary buffer (data area)

Extension object
(metadata)

BufferView |
(SH / Color-encrypted payload)

Points to
encrypted range
|

encryption_info
Scheme: CENC

BufferView 0
(Geometry-plaintext)

Mesh primitive gl

KID: 128-bit UUID

IV: initialization vector

gITF binary buffer (data area)

Content key — matches KID [-# Decryption — AES-128-CTR [T Restored data #/ GPU memory - renderable

72! 6. C}= Gaussian Splats ZHA|2| 7HE DRM M ZW

Fig. 6. gITF-based individual DRM application format for multi-object 3D Gaussian splatting

[*]

Aok Fxol| A HAS] FE LT (root node)= AA &Y
FHE Ao, E GS AAES FE 2T 24
= (child node)Z Ao ATh 7 44 REE 763 1)
AYAE FxatH, sy w4 e zZnge
(prlmmve)“ AA GS "HelHE 7 Agt ol 7
+ gITF 5 Ao wet 2, o]5 W 314 Wt
317] 548 SHAHCE ERE & At o) WHF
Zo] fetde] HA AHE AL A 42wl
FAEA &y EA AA Y &t HE 3 ‘Eaﬂul—g
S EH AAE olFAY AVE 2Hse F
A o7t 7bsdhe ongth the AA #71H FA A
A& PLY #L 59 dAHE st A AA o AA
A} (bounding box) A HE FE313L, ol & glTFe] # 4,
) HZ2A (accessor) 430 715 o 2 AT E A
Al A5A A3 (view frustum culling) &5 =) 3}3}
5= AA S
o] A9t +Z2& 3DGS &4 HolH e Wy F iy 3
4& AXt} 3DGS AE el G231 57EA] Al 4410
A, 3, ~AY, BEHE, SH AlSE glTF] vlojy g
W3 (bin) Well A=, H3 Fo} JIAE 3 7%
stk olwf vlo]Ee] A9t AWHY (Semantic) & ¢+
712 3DGS gITF g o]y EZule] EXT gaussian splats 2
& W}E‘:} At TR Y s Fgate] et
3, AE 4‘”"]‘3 g}o]

ﬁtH"oﬁLi

pr
£

U

N
n nQL’ mlm r&

°lH
7
9%

u H2 Beste] A4RoRH AHe} 7)ok Auere
25 Aol BEIAL AN 717104
¥ 92 Aok 5o A48E A9
o S olelE el T DRM 8 4 1ok Aus
HROR fAS ] MY T2H A4S Fuetd, TF

4 €223 uol SHAFY MM dEsehs #<
@ Wet A3 29 HsaA B

2. C|= Gaussian Splats ZHx|2| 7HE DRM HE

2 AollMe =<l AA G E Fx315 v GS A
Aol gk 7§ DRM A& Ao tiste] Azgict Al
TFE TEsHE WY Fol dis) dast 7S A48
EA A voly Bog AEd J AAE
t}. o]= MPEG CENC %39 AE 71k 4353} 7y
3D Y29 wu Fxo o]g e g, & AFoa
F <t MPEG %73} 53l whe AltE Bl wghd o

Tiie U AA AU 8 et A&tk

I" 6 2 AoA Aljtete v GS A9 iE
DRM & HE Yepdth A549 5 4538} 7|
ol AAE T 71E d3stste] F2A EFHAS of
718k A 2, AStele 71 e F{ @9l A
ot5 312 4al et} s sle] A FE 2 A T8 =}t
239 ¢ITFS] JSON Hl2E g5 Al e]st A4 3DGS &
/3 "lolEl7F E71 vteld e (bin) YR FFH
Ao g {7 oM} o] A HErt es &4 ﬂiﬂl

=]
= T

o > oL 08‘:". U‘?‘_',
T de e |6 7o

of vl 3 Blo]8 2Ego] Yls) AES-128 CTR
CBC EE 95818 sk, o W22 94



aFolal 9] 391: thE Gaussian Splats 2142 #1714 2 71¥ DRM #&& 93 gITF ZAdoly X +x 33
(Isaac Yang et al.: gITF Container Format Structure for Packaging and Individual DRM Application in 3D Gaussian Splatting)

E4 FA0 Aol Qo] M E ©]F&= JSON o
Hol 75 oA Zo] Hort 9 gle duk AA ] HH
= Wi AHE FAHEE, ddye dest 717t gle A
Bl A= Ao HA AT FXE TSt vt AA
5 AAACE AU  qitk v d3stE A o
I8 533t A7 9w gle 2 YH *—Zﬂs}ﬂ
U Ao g gho]zeiRlel A wi Al E
LR iR
ME A vt M2 o2 Bt 553 2ol s ZAS
A-g3t7] flall, At F2E AA L} 7] 7k FAs v
ZREFS AHogtt ol& 98 dustd 7 vy el o
%6}L gITF &7 A4 Yol encryption info ™ Eld| o] €]
TE FUket g 2EE Hostel a9 A4 FH
71 ID, 2713} ¥ (initialization vector, IV), 2] &
H 43538t 271} (scheme) AEE Egait) A9
34 3o A encryption info7t A EH FE% KIDE
DRM Z&|AE EE (client DRM module, CDM)Z
gEth CDM 2ho]A 2 Anel| s KIDoY of gt dshs
QA3 Fa3 2ko] A2 (content key)S 5T 790l
HE vlEe] A 553} gt o]y g v
7] A F2E Fall, skt gl TF 9 WellA] o=
ZdE 785 A= 5 AREAA I, ol
3l ¢ 1 F5 A= Z2nd ghold s B
AW AAER 5HA

o

& oop o mh

& Aol A& ARt Al2Fe] Tho| el F FhE A5
A A4 2 5714 7 HE BEol diate] At
A deoleAl A 9 AT HAE5S 98 AR 7MY
Fhu|Eke 1920x1080 SHAES 71w, A AP 9
dlolEAe] F 1070 A1 9] test view A EE Wskth 538
3DGS Gy FA " o=z az
(view-dependent effects)& AZ317] $13l, 72+ 7HH 2= 60
=9 9 Aok} (field of view, FoV)& 71F 2.2 A3}
Ak AR FheEke] wix7F SEE T oA 93 A

o,
e

jm

FFS HA=

Sab7] A AlehaE Jold MASS $UT 8L
7t Qlek. ol 2 wde) Avekst A2E Mg s s
IR A GIAA oIt WA 4 Yom, wa
A5 M9 29 D] thE & 7] HRoluk

A T 9 AT o)) AS A A2EL o) )
89 A5 28 4IRS AL FUsH T zﬂ
el A7 A ofok &
=9 94 A5 A 44 9

gelEe} 3 g,

};
i)
=)
v
il
mlo
_\|ud
H,
Au)
e
4|
i)

¢

1. GS gITF DRM MZiX Ly} =ajol93

e
i)
o
X
rir
2
2
. —H

EX
o
Q
w2
0&
—
=3
£
E

E
%
EIO

2t F=x A=E7] Y= gae
2717 BEA o)A uk 7]1Ze] 2D m|t]o] FEl=
Foll A AFREE R R HIt A
o F3HAY #AYy 2L 183
ALAME 7|20 HHEF g_] A7 mw
3DGS 370 wA A FA s

NEE s é“o}‘#
o Hrhe 99
©| Phase 13 A A

L 1o o4 L fol
ox M
ofr o
o M
[
ox
o
ofj
AN

rlo
o
rot
g
2
rﬁ

o M fol

~

4o
o Mo
o =
Iv)
e o

it

ofr 5
M oox X 3%

=5

il

tlo

I
=
o,

™o

l-n:
ol

r&—[\lrﬁr

et

&
facs
rr

N Lot

N
nj
ot |

—_ _11}1,
o

e
-
ﬂ?'

1 32

4o
ol
ok

do O oL Mt ox XN M

oY, r_>i
ox, o
o e

b
N\
X
P‘l',
rr

il

2
M
i
o,
=g
=
2
(¢}

o
B
o o
ﬁ e 2
Eogr & oyo omm oz
r
rlo
o
v
oo
o
n
M o

o X

rl

Q
92
0,
—

CEERE

Phase 191 &

¢
e

2 oo
o
o
ol =
Y
HE rir
= )
o W
o o,
o
2
2
2
O

©

Y

B

Lo
—(EI
ﬂlﬂ,

o, oX
fol

o

o

mY)

Lm°°

(encryption density, Eq)%t 7] T4 (key

& 543 dost U AA g A7) i) AR 4s
371 A& dlole g9 HES oJudit). o] E38
@ EHIoIEls] 2 AL 94 AL 5
O Bodty I=AE vl ArR, A4 9 2
g Sizeworq, B2 8E HOlE Y A7)E Sizeencryprea st T

o 45 BE Eie A ()% 2ol BRI A ()2

(key diversity, Kaiv)

i‘amlor

N



34 W EEA A31E AlE, 202613 19 (JBE Vol.31, No.1, January 2026)

Phase 1: Static analysis

gITF parser & DRM extractor

Phase 2: Dynamic analysis

| Real-time GS renderer I
| Loaded l

GSPLY |q_,| Multi-object | ; l
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Encryption density Key diversity
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Tamper detection

scene ] ' - i :
Metric
. } ) Memory
Visual intergrity performance rotection
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T2 7. Mgt 79| GS gITF DRM Ms HIIE ¢l A 4yt =93

Fig. 7. Subjective metric framework for quality assessment of proposed multi-object GS gITF DRM
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Fig. 8. MPEG GSC CTC datasets used for evaluation of proposed structure

(a) Library (b) Lego_bugatti (c) Lego_ferrari (d) Cricket player (e) Tango_duo (f) Tennis_player
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Table 1. Quantitative evaluation results of proposed structure

Phase Metric Value Note
Encryption density (Eq) 29.00% 35/42 accessor encrypted
Phase 1 Key diversity (Kaiv) 100% 5 unique keys / 5 objects
(static) License verification rate 100% PlayReady & Widevine verified
Tamper detection rate 100% 2/2 attack vectors detected
Memory protection level 70.00% Secure memory path usage
Phase 2 Screen capture resistance 50.00% Watermark overlay active
(dynamic)
Security overhead efficiency (1) 0.1418 About 14.18% performance cost
PSNR 35.26dB High visual fidelity
Quality & SSIM 0.8482 Structural similarity preserved
performance File size (gITF) 765.04MB 4.8% reduction vs. original PLY
Time to first frame (TTFF) 27.56sec Includes multi-DRM init time
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Phase 1 Security Metrics
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Fig. 9. Evaluation results of security metrics
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Fig. 10. Comprehensive security score and phase achievements
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Fig. 11. Comparison of rendering results by DRM application method of proposed structure
(a) Heterogeneous DRM application of multiple GS objects using DRM-unsupported renderer
(b) Heterogeneous DRM application gITF rendering of multiple GS objects using heterogeneous DRM-enabled renderers
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