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Abstract

We design an acoustic communication system that transmits and receives encrypted messages using an RSA-2048 asymmetric
key cryptosystem with orthogonal frequency division multiplexing (OFDM)-based DQPSK modulation. This system is implemented
as an actual modem on an Android smartphone. The communication signal utilizes the 17 kHz to 19.71 kHz frequency band and
has a total duration of 2.5 seconds. Operating at a 48 kHz sampling frequency, this communication system can transmit 372 bytes
per signal generation, enabling the transmission of the 256-byte ciphertext size of the RSA-2048 cryptosystem. This ciphertext
communication can be used to transmit and receive various confidential information, including payment details and passwords.
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Test Environments Value
Receiver Samsung Galaxy A32 (SM-A325N)
Transmission Speaker ADAM Audio A3X
Hardware - - —
Signal Generator Audio Precision APx517B
Microphone for Noise Measurement GRAS 46AE
Bandwidth 17,000 Hz ~ 19,713 Hz
. Signal Duration 2,500 ms
Signals — -
Transmission Period 9 seconds
Sampling Frequency 48,000 Hz
Tx Rx Distance 1m
Chamber Temperature 223 T
Chamber -
Chamber Noise 39.1 dBA
Chamber Size 1,400 mm x 600 mm x 600 mm (LxWxH)
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